MoLweHHNKN B KUOeprnpoCTpaHCTBE U KaK UM
NMPOTUBOCTOATDL!

Bce vallle MOLIEHHUKM ANs NONyYeHWst 4oCTyna K NepcoHarnbHbIM AaHHbIM, PeKBU3UTaMm
HaHKOBCKMX MMaTeXHbIX KapToOYeK, Naponsam u Apyron KoHpuaeHumansHom nHdopMaumm
MCMNONb3ylT MeToAbl «COUManbHOW WHXEHEpPUU»: He B3namblBalOT YCTPOWCTBA, a
BbIMaHMBAIOT HY)XXHYIO MHGOPMaLMIO, ncnonb3ys Bawu amoumu.

Hanpumep, 3nOyMbILNEHHMK CBSI3bIBAETCA C AepXaTenem KapToykM MOoCpPencTBOM
TenedOoHHOro 3BOHKa MIN CO B3NIOMAHHOMO akkayHTa Aapyra, POACTBEHHMKA NN 3HAKOMOTO
B coumarnbHbIX ceTsix. B xoae 3BoHKa My nepenmckn MOLLEHHUK:

1. OnucbiBaeT CBOK CHOXHYIO >KWU3HEHHYIO
cMTyaumMio M MpPOCUT  MOMO4Yb  emy
mMaTepuanbHo;

2. lNpeactaBngetca  paboTHMkoM  BaHka,
«3anyrmpaeT» JIOKHOM WHGOpPMaunen o
COMHUTENbHBIX ornepaumax ¢ HGaHKOBCKOW
NNaTeXHOM KapTOYKOM (Hann4mm 3asiBKM Ha
Kpeaur, GrnokupoBke cyeta nnu
MOLUEHHMYECKMX aTakax), W npegnaraet
AN1S1 COXpaHEeHUs1 OCTaBLUMXCS AEHEXHbIX
CpPeacTB NepeBecTU UX Ha HOBbIW CYET;

3. lNpeacTtaBnseTca noTeHumnanbHbIM NOKynaTtenem TtoBapa, 00bsABNeHNe O npogaxe
KOTOpPOro Obifo pa3MeLLeHO AepXaTenem KapTOuYkM B CETU UHTepHeT (Hambonee
nonynsipHbl Nnatopmbl No Npogaxe 6/y BeLlen).

CueHapm MoOryT ObiTb pa3HbIMKM, a WUTOr OAMH: [AepXaTeflb KapTOYKM
cCaMoCTOSAITeNIbHO NpefoCTaBNAET BCe CeKpeTHble AaHHble, KOAbl U3 CMC-COOOLLEeHNN
6aHka, NornH u naponu.

MomHuTe! Takue crnyyam He OTHOCATCA K NPUHLMUNY «HYNEBOW OTBETCTBEHHOCTU»
AepXxaTensa KapTO4ku, TaK KakK KOHcuaeHuuanbHble AaHHble 3710YMbIWEHHUKY
cooOLWun oH cam.

O6bpawaem Bawe BHMMaHue, 4YTO TenedOHHbIN HOMEpP MOLUEHHUKA MOXeT ObITb
NoxoXx Ha TenedoHHbIN HOMep BaHka M oTNM4YaTbCA OQHOM WU HECKONbKUMU

umncppamu.

MUHorpa, pencTtButenbHO, TpebyeTcA nonyvYyeHne KOMMEHTapueB OT [epXxatens
KapTO4KM Nno hpakTy CoOBepLUEeHUA onepauumn, KoTopas ABMNAeTCA COMHUTENIbHOW Ans
BbaHka. B Takom cny4vyae baHk HanpaBnsieT Ha TenedOHHbLIN HOMep KnueHTa SMS-
coobLleHne ¢ npocb6oM nepe3BOoHNUTb B LIeHTp knueHTckon nopaepxkm baHka.

O6esonacutb cebst OT JaHHOMO TMNa MOLLUEHHMYECTBA MOXHO, cobntogas npocTble Mepbl
Ge3onacHOCTM W nNposBNAs pasymHyl OauTtenbHocTb. Ecnu  Baw  cobecegHuk
npeacTtaBunca coTpygHuMkoMm 6aHka W nblTaeTca MOMyyYnTb MepcoHarnbHble AaHHble,
pekoMeHOyeM He3amennMTeNbHO 3aBepLunTb Auanor U caMocToATenbHO obpaTuTbCa B
BaHk no Homepy, ykazaHHOMY Ha Baluen 6aHkoBCKOM KapTe.



He OyabTe wu3NUWHe AOOBEpPYMBbLIMU, He coBepwanTe MAOEeUCTBUMU, KOTOopble
Ccnoco6CTBYHOT Nepeaaye KOHUAEHUNANbHbIX AAaHHbIX TPETbUM nuuam!

BoT Heckomnbko MPOCTbIX COBETOB, COOMOAEHNE KOTOPbLIX, MO3BOMIUT HE CTaTb XXEpPTBOW
310YMbILLUNIEHHUKOB:

1.

Mepea Tem, Kak OTKNMKHYTBCS Ha NpocbOy Apyra B coumanbHOM CETU, CO3BOHUTECH
C HUM Unun HanauTte cnocob ybeamTbecs B TOM, YTO €ro akkayHT He B3NloMaH (3aganTte
APYry BOMpPOC, OTBET Ha KOTOPbIV 3HaeTe TONbKO Bbl 06a);

Y ©aHKOB HEeT COBMECTHbIX KOHTaKTHbIX LEHTPOB W cnyxb ©6Ge3onacHocTH,
cnepoBaTenbHO, MEPEKMYEeHNEe MeXAy HUMMW HEBO3MOXHO. Ecnn  3BOHALLMM
rOBOPUT O TaKOM «MNEPEKoYEHNY, NPEPBUTE pa3roBop 1 nepe3soHnTe B baHk no
yKka3aHHOMY Ha 6aHKOBCKOW KapTe unv oguumanbHOM canTe HoMepam;

Ecnu cmc-coobuieHne o nogo3puTenbHOM onepauumn No KapTodke NPUXoauT B HOBYHO
BETKY Nepernuckn, B KOTOpPoOW paHee He B6bino coobuieHnn oT baHka — 370 nosopg
YTOYHUTb €€ LOCTOBEPHOCTb U Nepe3BOHNTL B baHk;

PaboTHukn baHka HuMKorga He NPOCAT 03BYYUTb CMC-KO, KOTOpbIN Heobxoamm Ans
NnoaATBEPXAEHUA COBepLleHns 6GaHKOBCKOW onepauuu, a Takke HuKorga He
crnpaLumBatoT SIOrMH UK Naponb AN BXo4a B CUCTEMY ANCTaHUMOHHOIO 6aHKOBCKOIro
obcnyxusanusa (NHTepHeT-6aHkmHr, M-6GaHkMHr u gpyrme). B Takon cutyaumm
HeMeaneHHO NpepBuUTE Pas3roBop N CBSXKUTECH C baHKkoMm;

Hukomy n Hukorga He coobuanTe faHHbIE CBOEW KapTOYKkM U BCEraa gepXute ee B
nosie 3peHns Npu CoBEPLUEHUN NNaTEeXeMu;

ObsasatenbHo nogkntodnte 3D-secure N CMC-OMoOBELLEHUNE;

Mcnonbayinte ToNbKo odumumnanbHein cant baHka ans exoga B cuctemy NHTepHeT-
BGaHkuHra nnn oduumansHoe MobnNbHOE NPUIOXKEHNE;

PeryndapHo o0HOBRsinTe Naponu, ucnonb3yemble [Ansi Bxoga B CUCTEMY
ANCTaHUMOHHOrO GaHKOBCKOro OOCnyXuBaHusi, a Takke ANA NoATBEPXAEHUS
nnaTtexemn;

B cnyyae BbisiBNeHUs1 OENCTBUA MO KapTOYKe, KOTOpble BaMW He COBEepLUanuChb,
HeobxoanumMo onepaTtmBHO obpaTuTcs B baHK unmn camocTosaTenbHO 3abnoknpoBaTtb
KapTOYKy B CMCTEME ANCTAHLUNOHHOIO GaHKOBCKOro 06CnyKMBaHWMS.




PaccmMoTpum camblie pacnpocTpaHeHHble CXeMbl MOLLEHHMYeCTBa cenyac:
1. «3BOHOK U3 BaHka»

Bam 3BOHMT He3HakoMmel. Homep BxogsilLero 3BOHKa
OYeHb TMOXOX Ha Homep OaHka, a 3BOHALWMMK
npeactasnsetca pabOTHUKOM  KOHTaKT-UeHTpa uniu
cnyx6bl 6esonacHocTn 6aHka.

Ana peanu3aumm MOLUEHHUYECKOM CXEMbl TaKkKe
NCnonb3yTCs Meccenopkepbl, npexae Bcero Viber. Belarus Bank
Bxoaswmn 3BOHOK MakCcMManbHO 3akamydqriMpoBaH NoA Viber Audio...
3BOHOK COTpyAHMKa ©OaHka: Ha aBaTapke MOXeT
ncnonb3oBaTbCa  Norotun  GaHka  (NOMHOCTBIO MK
YacTM4yHO), a oTobpaxaeMbli TeneOHHbIN HOoMep
3BOHALLEro MOXeT OblTb O4YeHb MNOXOX Ha TenedoH
cnyx6bl nogaepxkn 6aHka.

* Number not in your contacts

n'

Y MOLUEHHUKOB €CTb BO3MOXHOCTb 3BOHUTbL C HOMEPOB,
MOXOXUX  Ha  odmumanbHble  Homepa  BaHka.
3MoyMbILLNEHHUKM MEHSIOT Undpbl B HOMepe, KoTopble
Bbl MOXXETE He 3aMeTUThb.

Y Bac npocAT KoH(maeHUManbHbIe AaHHble

MoweHHNK coobuaeT, YTo «baHK BbISBU NOO03PUTENBHYIO onepauuntio no Bawen kapTte»
NN «MOCTYNUA 3anpoc Ha OHMNanH-oopMeHne kpegmta Ha Bawe nms».

OH npocut y Bac normH n naponb ot WHTepHeT-6aHkmHra, kog n3 SMS ot baHka (B
GONbLUMHCTBE Cry4YaeB CONpoBOXaaeMbl hpason «Hukomy He coobanTe!»), pekBU3UTbI
KapTbl (NOMHbBIA HOMEP KapTbl U cpok ee aencteusi, CVV- nnu CVC-koa). 3TO HY>KHO SKOObI
«N151 COXPaHHOCTY BaLUUX OEHEr.

Kak MmoLweHHUK nbiTaeTcsa Bac YGBDMTI:

e «MhbI 380HUM C ogbuyuanbHO20 HOMepa, rposepbme Ha caumey.

e «B uensx koHudeHyuanbHOCMU S 6K/rYar poboma, Komopsbil 3awumum
sawu OaHHbIe» (Bbl CrbiUNTE B TPYOKE NETKUIN LIENecCT).

e [na ybeantenbHOCTM OH Ha3blBaeT BaluM MepCOHanbHble [AaHHble (MMS,
OT4eCTBO, nocnegHue 4 undpbl KapTbl U Ap.) N NPOCUT NEPEBECTU AEHbIN «Ha
3aWUWEHHBIU c4em, Komopbil 3aKpernéH 3a NepCcoHaslbHbIM MeHEeOXXepoM: 3Mmo
HY>HO Onsi 6e3onacHoCcmMu, a MoMmMoM 8bl CMOXEeMme 8EePHyMb OeHbauy.

e Wnu npocuT HasBaTb BaluM NMEPCOHasbHble OaHHbIE UMW CEeKPeTHble Koabl U3
SMS poboty, npu 3TOM B TpyOKe Bbl CAbILLNTE MY3bIKY.

« Bam npegnaraioT ycnyru CTpaxoBkM OT MOLLUEHHUYecKux Aencteui. Ons ee
odpopmneHmss HeobxooMMoO MpeaoCcTaBuUTb [AaHHble O KapTe, Ha KOTOpoW
Haxo4ATCsA 3HaUYUTENbHbIE AEeHEXHble cpeacTBa n SMS-koa Ana noaTBEPXKAEHUSA
onepauuu.

BaxHo! Hukomy He coobuiante CBOWM NIMYHbIE [aHHble, AAHHblEe KapT, 3allUTHbIE KOAbl,
kogbl n3 SMS! Ecnu ¢ kapTon, AencTBUTENBHO, NPOUCXOAAT MOLLEHHUYECKNE onepauumu,
BaHk cam moxeT ee 3abnoknposarthb!



2. «lMoTeHuManbHbLIN NOKynaTenb»

MoLueHHUK npeacTaBnaeTcd
NoTeHuManbHbIM NOKynaTenem ToBapa,
ob6bsABNeHne O npogaxe KOoTOpOoro
OblNO0 pasmMelleHO BaMu B CETU
MHTepHeT. [lo KakMM-TO npuyYMHam
«noKynaTenb» He MOXEeT CerogHs
NpMBE3TU OEHbIM, HO XOYeT npucnatb
BaM 3anor us3 ppyroro ropoga no
cucTemMe AMCTaHUMOHHOrO GaHKOBCKOroO
obcnyxunsanHus.

Ccbinka

[na npoBepku MOCTYyNfeHUs MnepeBoda MOLWIEHHUK HanpasfsieT BaM CCbIKYy Ha
PULLNHIOBbLIN CanT, KOTOPbLIN O4YeHb 6NIM30K NO AN3alriHy Ha UCMNONb3yeMbIi BAMWU MHTEPHET-
BGaHK nnu cTpaHuly Ong BBOAA PEKBU3UTOB KApTOYKU AS1S MOMNyYeHUs yXe OTnpaBreHHOoro
nepeBoAa AeHexXHbIX cpeacTB. [locne BBeaeHMs BaMmu B Nonsa OULLMHIOBOMO canTa napons
N NIOrMHA NNU PEKBU3UTOB BalLie KAPTOYKM, AaHHbIE CTAHOBATCS AOCTYMHbI MOLUEHHUKY.

QR-kop

BMecCTO CCbIfkM MOLIEHHNK MOXeT HanpaBuTb BaM QR-Kof, KOTOPbIN Takke XpaHUT B cebe
CCbIfKy Ha oMLLIMHIOBLIN canT. [locne BBeaeHus BaMu B Nonst OULLMHIOBOroO canTa napons
N NIOrMHA NNU PEKBU3UTOB BalLie KapTOYKKM, AaHHbIE CTAHOBATCHA AOCTYMHbI MOLUEHHUKY.

BaxHo! He nepexoaute no nogo3putenbHbiM ccbiikaMm. [Ons Beb-Bepcumn UNHTepHeT-
BGaHKMHra ucnonb3ynTe ToNbKO oduumanbHbeli canTt baHka, a gns mMobunbHoOn Bepcumn —
TONbKO MOOWNBbHOE MPUMOXeHWe, 3arpykeHHoe w3 oduumanbHbiX  MarasuHOB.
BHMMaTENbHO KU3yynuTe calT, Ha KOTOPOM BBOAMTE §U4Hble AaHHble. OB6s3aTenbHO
npoBepbTEe HanMuMe Takoro camta B MHTEPHETE.

3anomHuTe! [1ns nonyyeHns nepeBoga AEHEXHbIX CPeAcTB HET HEOBXO0AMMOCTM BBOANUTL
cpok gencteua kapTbl 1 CVV-koa.

3. «CoobLeHuns B counanbHbIX CeTAX»

MoOLUEHHMK HE3aKOHHLIM MyTeM Mony4aeT AOCTyn
K CTpaHU4Ke B couManbHOM CEeTU U oTnpaBnsieT
coobuieHns ¢ npocbbor PUHAHCOBOW MOMOLLN OT
MMeHN ee BNagenbLa OpY3bsiM.

Mpocbba moxeT BbITb camasi pasHas: oT « CKMHb
MHe [OeHer Ha KapTy, no apyx6e» 00 HexBaTku
AeHer Ha Gonbluyto Nokynky. B peakux cny4vasix
MOLUEHHVK [axe npoCUT NpOM3BECTM onnarty
camocTosATensHo, obellass BO3MECTUTb 3aTpaTbl
npw JIM4HOM BCTpeYe.

BaxHo! [1py nonyyeHMn COMHUTENBHOIO COOBLLEHUA UNM Manenwen HeyBepeHHOCTU B
TOM, YTO Bbl AENCTBUTENBHO O6LaeTech C BNagenbuemM CTpaHUYKn, NO3BOHUTE eMy.



4. «Posbirpbiwun/pasgaun/onpocokl ot BaHka Unu NHbIX opraHnsauun»

"{'j
Ber npurnaluaer Bcex
Ha npasgHuK !

Kynonb! Viber Out,Playstation
4,Xbox One u KpynHbie
[leHeXHble NPU3bl — HUKTO U3
Yy4aCTHUKOB He yUAET 6e3
nopapkal

YyacTtBoBaTb:
www.viber-promotion10.com

QViber

10 JIET BMECTE
NAPYM MOAAPKM

KAXAGCMY HALWEMY
NMOAB30OBATEAKD

3ABPATb MNOAAPOK

10 net BmecTe!

(0]

MOLWEHHNKN OCTaBNAT BblOYMaHHY pekrnamy B
NonynsipHbIX couManbHbIX ceTaX 06 onpoce OT UMEHWU
baHka n «Pasgayve npusos nepson 1000 npoweinx
ornpoc!» nnu o ToMm, YTO B CBA3W A rogosLmnHON baHka
nMBo WUHBIM  3HAYUMbIM  MEPOMPUATUEM, MNOCNEOHUN
pasgaeT CBOMM KINMEHTaM [AeHexHble npuabl. Llenb
onpoca — $AKOObl M3yunTb MHeHue knueHToB. [locne
NPOXoXaeHnsi onpoca opraHmnsaTop obelaeT geHeEXHoe
BO3HarpaxxgeHue.

OpHako, nocrne npoXoXAeHus ornpoca Heobxoaumo
3annatntb HebOMbLIYD KOMWUCCUIO, CBSA3AHHYHD C
nepeymcrieHneM BoO3HarpaxgeHus nmbo C  uenbto
norlydyeHust nocrnegHero —BBECTM [AaHHble Balen
©aHKOBCKOWM KapThl.

[aHHbIN Kenc Oo4YeHb pasHOOOpaseH M orpaHuyMBaeTcs
TONbKO BOOOpaxeHnem MoLIeHHUKOB. BmecTo onpoca
MOXET npegnaratbCs BO3MELLEHME HanorosbIxX BbIMMarT,
KOMMeHcauus 3a Hanuyue Bawux [[aHHblx B ©Oase
«YTEYKMU» U UHbIE MaXMHaLMK.

BaxHo! [loceTute opuumanbHyo CTpaHuLy opraHMsauum Unm no3BOHUTE B KOHTAKT-LIEHTP
OS5 NPOBEPKN HaNM4ms akumu, posbirpbilla unm onpoca.



